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2 Statement of Conformity 

Hereby is stated that evaluation has demonstrated that the product: 

Samsung factory reset function for mobile devices with Knox version 3.8 
from 

Samsung Electronics Benelux B.V. 

is in conformity to: 

BSPA Security Evaluation Target for Samsung, Version 1.1, 21.10.2022 

as demonstrated by: 
Secura located in Amsterdam, Netherlands 

Applying: 

NL Scheme for Baseline Product Assessment ,07.08.2020 

This Statement of Conformity (SoC) is part of the Deployment Advisory (DA) and is only valid if the 

recommendations and obligations in the DA are being followed. 

The DA determines the conformity of the product with its SET and the effectiveness of the security 

features offered by the product. 

This SoC relates only to a specific version of a product. If the product is changed, this SoC is not 

applicable any more. Newer versions of the products need to undergo the BSPA process anew to 

obtain a new Statement of Conformity. 

Issuance of a SoC is no guarantee that the product is free from security vulnerabilities. Also, a SoC 

is not an endorsement of the IT product by NLNCSA and no warranty of the IT product by NLNCSA 

or by any other organisation, is either expressed or implied. 

Issue date: 25 May 2023 

B. Dunnebier 

Head of the National Communications Security Agency 

of the General Intelligence and Security Service 
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3 Introduction 

3.1 Scope 

Product name Samsung factory reset function 

Product version Applicable to all Samsung mobile devices with Knox 

version 3.8. 

Product category 04 - Media and File Security 

Evaluation criteria BSPA_D01_NL_Scheme_for_Baseline_Product_Assessment 

and version 14.09.2017 

Vendor Samsung 

Overseer General Intelligence and Security Service 
Ministry of the Interior and Kingdom Relations 
Netherlands National Communications Security Agency 
(NLNCSA) 
P.O. Box 20010 
2500 EA The Hague 
The Netherlands 

Evaluation facility Secura B.V. 
Vestdijk 59, 
5611 CA EINDHOVEN 
The Netherlands 

Karspeldreef 8, 
1101 CJ AMSTERDAM, 

The Netherlands 

The goal of this Deployment Advisory is to inform consumers on: 

• the specific use case for which the product has been tested, 

• the manner in which the product has been tested and the limitations of this test process, 

• the level of security provided by the product when used according to the prescribed use case, 

• the residual risks of the product when used according to the prescribed use case. 

This Deployment Advisory also gives guidance to users and/or administrators on how to securely use 

and configure the product. 
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3.2 Disclaimer 

This advisory and associated Statement of Conformity applies only to the specific version of the 

product in its evaluated configuration (see section 2). 

The Statement of Conformity is not a guarantee that the product is free from security vulnerabilities. 

Neither is it a guarantee that the product protects against adversaries with a high attack potential 

like (for example) intelligence organisations, organised (cyber-) crime organisations, terrorist 

organisations and capable security researchers. 

Exploitable vulnerabilities may be discovered after issuance of the Statement of Conformity. The 

organisation or individual using the product should check regularly if security vulnerabilities have 

been discovered and whether updates are provided by the vendor. Installation of updates must be 

compliant with the risk management policy and risk appetite of the organisation or individual using 
the product. Updates should only be installed if there is sufficient trust or assurance that they improve 

the security of the product. 

This advisory is supplementary to the instructions and documentation of the vendor. It is still 

necessary to consult these before installing and using the product. 

All product or company names used in this report are for identification purposes only and may be 

trademarks of their respective owners. 
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3.3 Certification scheme 

The Dutch Baseline Security Product Assessment evaluates the security features of hardware and 
software security products for use in the "internal but unclassified" domain. The main goals of the 
evaluation are: 

• Establishing that the product conforms to the security specification in the Security Evaluation 
Target, 

• Establishing the effectiveness of the security features offered by the product, 

• Establishing that the product has a limited impact on the security of the host system. 

A positive Statement of Compliance and Deployment Advisory enables a government organization to 
make a better substantiated decision if these products are applicable in an ICT-infrastructure at the 
BBN1 or BBN21  level of the Government Baseline for Information Security (Baseline 
Informatiebeveiliging Overheid, BIO, Versie 1). 

BSPA is intended for "internal but unclassified" information where there is no need for the product 
to be resistant against adversaries with a high attack potential2, like intelligence organisations, 
organised (cyber-) crime organisations, terrorist organisations and capable security researchers 

Documentation and procedures of the Baseline Security Product Assessment scheme are available 

at the following Internet site: www.aivd.nl search for "BSPA". 

3.4 Copyright information 

This report is published by the GISS / NLNCSA under the terms of the Creative Commons 

Attribution+Noncommercial+NoDerivativeWorks license, CC BY-NC-ND. 

3.5 Contact information 

All correspondence regarding this deployment advisory should be addressed to: 

General Intelligence and Security Service 

Ministry of the Interior and Kingdom Relations 

NLNCSA 
P.O. Box 20010 

2500 EA The Hague 
The Netherlands 
bspa@nlncsa.nl 

1  To attain the BIO BBN2 level, a government organization will at least need: 

- additional measures for detection of cyber-attacks by adversaries with high attack potential (BIO 12.4.1.3 and BIO 

13.1.2.1), 

- an additional and deeper assessment of the cryptography of the product (BIO 8.3.1.2 and BIO 13.1.2.3). 

2  BSPA is not designed and intended for the BIO BBN3 level (and higher classifications and threat levels). For the BIO BBN3 

level assessment of security products a different evaluation scheme exists. 
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4 Product overview 

4.1 Product version 

This deployment advisory is limited the following version of Samsung factory reset function: 

• Samsung mobile devices with Knox version 3.8. 

4.2 Product identification 

The product version can be identified in the following manner: 

• Through navigating to the settings menu, selecting "About Phone" and pressing the 

"Software information" option. This provides the user with the Knox version. 

4.3 Assumptions 

The following assumptions are considered relevant for the environment: 

• Correct erasure triggering command.  The command (reset command) that initiates the 

erasure procedure sent either from an end-user device locally or remotely from a MDM so-

lution shall be sent correctly and completely; 
• Correct input from authentication module.  The authentication module of the mobile 

device shall provide a correct (successful or unsuccessful) input whether the authentication 

credentials provided by an end-user are correct; 
• Sufficient battery.  The mobile device deemed to be erased shall have sufficient battery 

charge (at least 20% when triggering from end-user); 

• Correct usage.  The erasure procedure should be initiated correctly in enterprise environ-

ments and by end users according to Samsung documentation. 
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4.4 Security functions 

The following security function of the Samsung factory reset function has been verified by a time-

boxed and lightweight pentest: 

• Reliable data erasure. Executing the factory reset to erase all the data on the mobile device. 

4.5 Product description 

The product in the scope of evaluation is the Samsung factory reset function that is offered by 
Samsung for mobile devices with Knox version 3.8 (starting from Android version 12) to reliably 
erase data from the mobile device and return the device to factory settings, or other preconfigured 

settings. Samsung's device reset procedure restores device software to its original factory default 
settings. The reset is completed before changing device ownership or disposing the device. Securely 
removing existing user data so no data is recoverable after the reset is a main feature provided by 

the function in the scope. Newer Samsung devices store data in a type of flash storage called UFS. 

UFS uses translation tables that map device-visible logical memory to flash physical memory to 

improve performance and card life. This means devices cannot reference physical flash memory 
directly, and thus cannot ensure data is erased without support from the UFS itself. 

Samsung devices use several features supported by Samsung-manufactured flash chips to ensure a 

data erase operation during factory reset. First, when the user initiates a factory reset, the reset 

code instructs the UFS to discard the entire physical memory range corresponding to the logical 

memory storing user data. Discarded user data thereafter returns zeros when accessed by the device 

OS. Second, the Samsung UFS controller firmware code responsible for discarding the physical 

memory is itself protected against malicious updates. Workspace data resides encrypted in flash 
memory, offering yet another layer of data protection. The cryptographic keys used to encrypt data 
are themselves stored encrypted by the device-unique hardware key, accessible only by a separate 

secure processor. 

The high-level diagram depicting the erasure procedure is presented in figure 1 below: 

User 

Accessing the setting 
application 

Android OS 

Accessing the 
recovery mode 

Settmus 
applicaloon 

Reset 
command DISCARD 

command 

Remote management 

DISCARD 
command 

MOM MDM ► 

Motide device 

Figure 1: High Level diagram of erasure procedure. 
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The factory reset function in scope of the evaluation is represented by erasure module (shown in 
green colour in the figure) and resides within the flash chip. 

4.6 Product category 

The product belongs to the following pilot BSPA category: 
04 - Media and file security 

4.7 Product configuration 

There is no specific configuration of the product needed. 
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5 The evaluated use-case for the product 

Two use-cases for the product were evaluated: 

• The erasure procedure is triggered locally on the mobile device by an end-user; 

• The erasure procedure is triggered remotely through Mobile Device Management (MDM) 
solution within an enterprise environment. 

Thereafter, there was evaluated whether data could be recovered through the means of Forensic 
tooling, disassembling of one of the devices and a code review. 
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6 Scope and limitations of the evaluation 

6.1 Evaluation facility 

The security test has been performed by 
Secura B.V. 
Vestdijk 59, 
5611 CA EINDHOVEN 
The Netherlands 

Karspeldreef 8, 
1101 CJ AMSTERDAM, 
The Netherlands 

https://www.secura.com/ 

6.2 Test duration and time used 

The evaluation process has been performed in the period of 17 August 2022 to 13 April 2023. 

6.3 Evaluation process and scope 

The following time-boxed evaluation process was employed: 
• Security Evaluation Target analysis; 
• Product installation and deployment analysis; 
• Compliance analysis by documentation review; 
• Compliance analysis by product testing; 
• Vulnerability analysis; 
• Usability analysis. 

6.4 Product procurement, installation and configuration for evaluation 

Several devices were provided for evaluation: 
• (xl) Samsung Galaxy S21; 
• (xl) Samsung Galaxy S22; 
• (xl) Samsung Galaxy A53 5G; 
• (x1) Samsung Galaxy XCover6 Pro. 

The security feature in scope of the evaluation comes pre-installed with all Samsung devices with 
Knox version 3.8. 
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7 Recommendations for the administrator 

The product in scope of the evaluation does not require an administrator role. Therefore, 
recommendations may apply for both section 7 Recommendations for administrator, as well as for 
section 8 Recommendations for users. 
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8 Instructions for the user 

8.1 Procurement of the product 

Recommendations for secure procurement: 

• Users should buy Samsung devices from the vendor itself or an authorized seller, to ensure 

that the firmware that is running on the device is legitimate. 

8.2 Installation of the product 

The security feature in scope of the evaluation comes pre-installed with a Samsung device, no 

additional installation is needed. 

8.3 Configuration of the product 

There is no specific configuration of the product needed. 

8.4 Security risks and countermeasures 

8.4.1 Publicly known vulnerabilities 
No publicly known vulnerabilities that directly influence the security feature in scope were 

identified. 

8.4.2 Independent vulnerability analysis 

Taking into consideration the assumptions on the operational environment, introduced in the Security 

Evaluation Target, the following possible attack scenarios were addressed. 

- Storing a corrupted file on the file system to verify whether corrupted files are properly 

removed by the factory reset function; 

Installing a malicious application which stores data, and tries to hide and makes itself 

persistent, in order to verify whether it was possible to recover data which was stored by a 

malicious application; 
- Installing a malicious application that tries to nest itself in the  /system/app/ directory in 

order to try and bypass the factory reset function; 
Storing an immutable file on the file system to verify whether such files are properly removed 

by the factory reset function; 

- Attempts of enrolling a rooted device to the mobile device management system to determine 

whether the reset function command, sent by the mobile device management, could be 

ignored or modified. 

As a result of the conducted testing, it was concluded that the product is not vulnerable to the 
identified test scenarios. 

Recommendations for secure usage: 

• Users should not attempt to root their mobile device, as rooting the device might leave the 
device to potential usability issues and security risks. In addition, it will also immediately 
void the user's warranty. 
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8.5 Availability risks and countermeasures 

No additional availability risks for the users were identified. 

8.6 Summary of recommendations 

The following recommendations on actions are given to the users of the earlier mentioned 

Samsung devices: 
• Users should buy Samsung devices from the vendor itself or an authorized seller, to ensure 

that the firmware that is running on the device is legitimate; 

• Users should not attempt to root their mobile device, as rooting the device might leave the 

device to potential usability issues and security risks. In addition, it will also immediately 

void the user's warranty. 
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